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Abstract. In contemporary public spaces, individuals automatically activate social defences
when facing the human gaze, yet they relax when confronted with ubiquitous cameras. The
difference between humans and machines in triggering social defence has not been
explained in a systematic way; existing theories can explain traditional discipline and
defence, but they do not clearly explain how algorithmic surveillance in digital contexts,
which has no physical body, may cause the structural weakening of individuals' social
perception. This paper uses a conceptual approach based on cognitive psychology and
micro-sociology, and it proposes the Gaze Asymmetry Framework to fill this gap; this
framework explains the phenomenon through a simple three-part logic: the human gaze
triggers defences because it contains natural cues of subjectivity; the algorithmic gaze
removes subjectivity in a systematic way, and this disrupts the "imagined audience", so
traditional defence mechanisms are turned off; long-term exposure to this environment
without a subject may lead to a cognitive spillover effect, which can possibly affect
individuals' broader social perception abilities. This study offers a theoretical tool for
understanding the basic mechanisms behind modern surveillance, and it helps explain how
digital contexts change the boundaries of human interaction.
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1. Introduction

People in modern public spaces often show contradictory behaviours; when they notice the gaze of
other people, for example catching a stranger staring at them on a crowded subway car or being
watched by passersby while sitting in a cafe, they often feel social unease, and this unease leads
them to unconsciously change their posture, pull in their personal space, or turn on social defence
mechanisms through "civil inattention" [1]; but when people face common machine sensors like
cameras, they often do not activate the front-stage impression management process described in
dramaturgical theory [2], because there are no social or environmental signals to set it off; this
difference creates a key behavioural contradiction in modern public spaces; even though algorithmic
surveillance is everywhere, existing research gives little understanding of why machine watching
does not cause the same social and emotional reactions as the human gaze; the main goal of this
paper is to address this theoretical gap.
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No one has combined these two into a single framework that can systematically explain the
mental process behind the different activation of social defence and its long-term effects; theories of
traditional human gaze and algorithmic surveillance provide useful ideas about the social defences
and control methods people use when observed [2-4], but they cannot fully explain the current
digital environment; in this new situation, algorithmic monitoring does not focus on a real person, it
collects information that is then taken out of its original social setting [5]; these invisible algorithms
lack signs of personal subjectivity or moral judgement, so people being watched lose the reason to
turn on usual social defences; as a result, current literature has two clear research gaps, one is the
lack of a single theoretical framework to explain the mental mechanisms behind this asymmetric
phenomenon, and the other is about the structural weakening of social perception when people are
exposed long-term to an algorithmic environment without social evaluation, which remains
unanswered.

To address these gaps, this paper focuses on two main research questions:
RQ1: Why does this gaze asymmetry occur, and what cognitive mechanisms explain how human

gaze triggers distinct social anxiety and defensive behaviours, while algorithmic surveillance fails to
trigger the same social defence response?

RQ2: How might long-term exposure to algorithmic environments influence individuals' social
perception and interpersonal interactions?

To deal with this gap, the paper looks at the theoretical mechanisms behind the difference
between human and algorithmic gazes when they trigger social and emotional responses; the study
argues that algorithms naturally lack the ability to signal social connection or moral agency, so
people do not mentally recognise them as valid judges, and as a result, traditional social defence
mechanisms such as civil inattention [1] lose the conditions that set them off; accordingly, the lack
of defences shown by people under the algorithmic gaze reflects a weakened perception of being
watched, which is caused by the technological neutralisation of social pressure. Starting from this
point, the study takes a conceptual and theory-building approach and develops the Gaze Asymmetry
Framework to compare and analyse this psychological change; in particular, the research discusses
in a systematic way how long-term exposure to algorithmic environments may harm people's ability
to perceive social cues in public space. The paper offers three main theoretical contributions: one
contribution is that it sets up a single conceptual framework, the Gaze Asymmetry Framework,
which centres on how subjectivity is attributed; another contribution is that it clearly explains the
mental processes behind why social defences fail when people face algorithmic surveillance that has
no body; a further contribution is that it gives a theoretical explanation for the long-term structural
effects that algorithmic environments have on human social thinking. This study does not test the
proposed relationship empirically, but instead develops a conceptual framework for future empirical
research.

2. Literature review

Existing research on the gaze has mostly centred on explaining the internal ways by which it sets off
social defences; more precisely, studies establish social gaze as a basic communicative cue in human
interaction [6], and these communicative cues, which rely on other people's sight, facial expressions,
and body direction, give individuals the cognitive basis to view gaze as something socially
meaningful, so they act as the necessary trigger for defensive reactions.

Building on this basis, the human gaze sets off an individual's psychological defences mainly
because it carries clear signs of subjectivity and puts the observed person under constant moral and
social judgement; rather than seeing these mechanisms separately, existing literature treats the
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impact of the human gaze through three connected thematic layers, namely social evaluation, social
discipline, and social interaction. One thematic layer is to view gaze as a form of social evaluation,
and Sartre [7] points out the ontological weakness of being reduced to an object of judgement under
the gaze of the Other; this evaluative pressure makes individuals actively monitor and adjust their
behaviour, and as shown by Snyder's self-monitoring theory and Argyle and Dean's [8] Intimacy
Equilibrium Model, people keep regulating non-verbal cues such as eye contact frequency and
physical distance to keep psychological safety and manage how they are evaluated. Moving from the
interpersonal level to the structural level, the gaze works as a mechanism of discipline; Foucault [3]
explains how the widespread gaze centralises power relations and creates a feeling of oppression
that encourages internalised self-discipline among the observed; these evaluative and disciplinary
pressures together form a practical framework for everyday social navigation. Because the human
gaze places individuals under both interpersonal judgement and structural discipline, it acts as a
functional trigger that forces them to actively manage their social boundaries; this need to manage
the gaze connects directly to the third thematic layer, which treats gaze as interaction, where
individuals use specific front-stage social defences and impression management strategies, as
described in Goffman's [2] dramaturgical theory.

Further elaboration is provided by the defensive logic behind the performance perspective [2] and
civil inattention [1]; when people sense a gaze that carries moral judgement, they subconsciously
start a front-stage act, managing how they appear or pulling back their physical space as a safety
strategy to protect the boundaries of interaction in public places; this felt judgement may then lead
them to behave more carefully in social situations; in addition, Snyder's [9] self-monitoring theory
supports the idea that people with high self-monitoring traits are more clearly sensitive to this kind
of evaluative gaze.

The 'imagined audience' idea put forward by Marwick and Boyd [10] is closely connected to
impression management; from this point of view, people do not just respond to someone being
physically there, but they actively build that presence in their mind. When individuals notice social
cues, they judge the moral position and ability to evaluate of possible observers, and they place
these qualities onto the audience they imagine; this imagined audience sets off social defences
because people take in outside social rules and possible judgements. The mental expectation of
being judged by this constructed audience creates a felt risk of social punishment or shame; this
expected judgement, not just the actual presence of other people, works as the mental signal that
pushes individuals to start front-stage behaviours. By actively projecting in this way, individuals
establish subjectivity, and this becomes a necessary condition for social defence mechanisms to turn
on; when the above theories are combined, it can be worked out that the subjectivity and moral
evaluation capacity inside the human gaze are the main conditions that set off traditional defence
mechanisms. But the spread of digital watching technologies changes this existing pattern in a basic
way; when the watching source moves from a human placed in a social setting to a machine with no
body, the social cues needed to build an evaluative imagined audience are completely removed. This
missing part naturally leads to an important question: how do people mentally deal with and react to
an algorithmic gaze that has no subjectivity or moral agency?

Traditional social defence mechanisms are not activated automatically; instead, they are highly
conditional, and as Nass and Moon's [4] key premise says, unconscious human social rules are
activated mainly because of the cues of subjectivity that the other person gives, so when this core
condition is broken, an individual's defence mechanisms stop working as a result. Consequently,
when the gaze moves to algorithms and machines in today's digital world, the algorithmic gaze takes
away signals of subjectivity at the physical and systemic levels, which makes traditional defence
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mechanisms completely ineffective; it is worth noting that Nass and Moon [4] mainly deal with
interactive, human-like interfaces, whereas this framework looks at non-interactive, background
monitoring technologies with no human-like cues, and the human gaze sets off social defence
because it has cues that let people infer the presence of a subject who can judge them socially.

At the physical level, as Koskela [11] notes, modern cameras create a "gaze without eyes"; this
bodiless gaze removes the eye contact that is part of normal human interaction, and it directly
produces a surface-level lack of subjectivity signals. The Cuelessness Model by Kemp and Rutter
[12] gives a useful theoretical way to look further at how this shortage of emotional signals works,
even though it was first made to study mediated communication; its basic idea can be reasonably
applied to today's digital surveillance, and it shows that cameras also lack important emotional and
expressive hints, which leaves people feeling quite disconnected when they face these machines and
makes them see this kind of watching as fully "de-emotionalized." Still, existing studies point out
this physical removal of emotion clearly, but they mostly stay at the level of describing the
experience; a key gap remains in explaining how this physical lack disturbs the first mental triggers
of social defence.

On the systemic level, the traditional panoptic theory [3] suggests that the gaze creates oppression
and encourages self-discipline; however, Haggerty and Ericson [13] point out that today's
algorithmic gaze no longer aims at a person with a body, but instead turns the individual into a "data
double" [13] from which social context has been removed, and this reduction of the embodied
person into data pieces takes away the algorithmic gaze's capacity for moral judgement. The
discussion by Lyon [5] of "invisible surveillance algorithms", together with Burrell's [14] analysis of
the "structural opacity" of algorithms, shows how algorithms systematically hide the oppressive
nature of the traditional panopticon; these studies effectively break down the structural opacity and
datafication of algorithmic surveillance, but their attention stays on the technological device itself,
so a critical theoretical gap remains. The existing literature seldom discusses how these systemic
changes, along with the resulting lack of moral judgement, disturb the way a person mentally
recognises the algorithm as a proper judge; as a result, the deeper reasons behind the failure of
impression management and social defence are mostly left unexplained.

To summarise, previous scholars have produced a large body of work on human social defence
and on criticisms of algorithmic surveillance, but two main research gaps still exist.

Existing studies have seldom compared the human gaze and the algorithmic gaze within one
single framework; this makes it hard to analyse how asymmetric mechanisms set off social and
emotional responses. They have also not looked at the structural effects of being exposed to such
environments over a long period; in psychology, the habituation effect [15] says that prolonged
exposure to a specific stimulus raises the perceptual threshold and lowers sensitivity. In the context
of digital surveillance being everywhere, this suggests that the constant presence of cameras may
work as a steady, habituating stimulus; however, most current literature still remains at the level of
describing how algorithms take away subjectivity in practice. It is still not addressed whether
chronic exposure to a bodiless algorithmic gaze, which has no social evaluation qualities, can make
individuals' social perception in public spaces become perceptually dulled and structurally changed;
existing research either explains the social results of the human gaze or the structural features of
algorithmic surveillance, but it has paid little attention to the mental process that connects the two.
To fill this gap, this paper connects the type of observer to the activation or failure of social defence,
and it puts forward the Gaze Asymmetry Framework; this framework discusses why psychological
defence mechanisms do not work under the algorithmic gaze and what this failure means for human
social perception.
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3. Theoretical framework

This framework is a theoretical analytical tool based on the meeting point of cognitive psychology
and micro-sociology, and its main job is to compare and analyse the structural differences, or
asymmetry, between the human gaze and the algorithmic gaze in turning on individuals' social
defence mechanisms. To give a clear overall picture, the framework is made up of three connected
conceptual layers: one layer contrasts the conditions that set things off, where cues of subjectivity
are present or absent; another layer looks at the mental processes that follow, where the 'imagined
audience' is either successfully formed or fails to appear; and a further layer considers the
behavioural and long-term results, where social defences are turned on, or defence fails and
perceptual dulling takes place. The main theoretical contribution of the paper is the idea that
perceived subjectivity and evaluative capacity are a key condition for starting social defence
mechanisms, and here subjectivity attribution means the mental process by which a person believes
that an observer has social agency and the ability to judge. The three-layer structure of the proposed
framework is shown in Figure 1.

Figure 1. The three-layer structure of the Gaze Asymmetry Framework

The logical starting point of this framework lies in the defence-triggering mechanisms of
traditional embodied interactions; in this context, subjectivity attribution refers to the mental process
by which individuals pick up physical communicative signals, such as eye contact and facial
expressions, and combine them into one overall signal showing that the observer has social ability
and moral judgement; following Goffman's [2] dramaturgical theory, when people perceive this
moral checking, social anxiety is generated, and this anxiety pushes them to manage their front-stage
impressions so as to actively regulate social boundaries; therefore, recognising the moral-evaluative
capacity of the watching subject is the necessary condition for activating traditional defence
mechanisms; this condition is closely tied to the mental creation of an "imagined audience" [10]; as
a result, an important theoretical point appears: if an individual meets a gaze where these
subjectivity cues are missing, the ability to project and form this imagined audience breaks down;
this failure of construction basically stops the mental basis needed to trigger any social defence.

Within digital surveillance, the second layer of this framework looks at the asymmetric ways in
which the algorithmic gaze operates; when a machine is doing the watching, the cues of subjectivity
that people need to turn on their defences are taken away in two related ways; one way is that
physical emotion is removed, because cameras produce a "gaze without eyes" that takes away eye
contact and emotional expressions; another way is that the system removes subjectivity, since
algorithms turn the real person into a bodiless "data double" [13] and hide the direct pressure of



Proceedings	of	the	5th	International	Conference	on	Interdisciplinary	Humanities	and	Communication	Studies
DOI:	10.54254/2753-7064/2026.37216

119

panoptic watching; these two kinds of loss together lead to a deep failure in how people attribute
subjectivity; since the algorithm has neither emotional feeling nor a systemic moral background, the
person cannot mentally see the machine as a real social being; this early failure of attribution then
leads straight to the next mental stage, where the building of the "imagined audience" [10] fails;
because the algorithm naturally has no social qualities or moral ability, people have no human-like
features to place onto the watcher; as a result, the person cannot build an imagined audience that
feels morally watchful in the mind; this missing part is thought to stop the defensive reflex, since
without an imagined audience the person expects no social check, moral judgement, or risk from
others; the mental pressure and possible fear of social punishment that would push a person into a
front-stage act disappear; in the end, the person loses the inner reason to actively manage social
boundaries, and they settle into an unguarded, relaxed condition when dealing with algorithmic
watching; this mental breakdown shows up as a complete failure of defence.

Based on the differences in how the two types of gaze trigger defences, the last part of this
framework (Layer 3) works out the wider structural effects of being exposed for a long time to the
bodiless algorithmic gaze; when a person is constantly placed in digital surveillance environments,
such as networks of visual monitoring cameras, the mental impact goes beyond a simple description
of experience and moves through a particular mental chain; the early failure of defence under
algorithmic watching may lead to repeated non-use of traditional impression management and
defensive practices; drawing on the "Disuse" mechanism [16], this long-term lack of practice
weakens the person's sensitivity to cues of subjectivity; importantly, this repeated non-use does have
effects; over time, the absence of mental construction and defensive practice turns into a settled state
of being unguarded. To explain how this habit carries back into human society, the framework brings
in the behavioural mindset theory by Wyer & Xu [17]; this theory shows that mental or behavioural
steps often used in one setting can join together into a general behavioural mindset; driven by this
mindset, a transfer across situations takes place; the habitual mental process of weakened
surveillance perception, first created in human-machine interaction, does not stay within that
boundary; rather, it is used automatically when the person meets later, quite different situations,
namely daily face-to-face contact in physical public spaces; this cross-context carry-over effect
points towards a possible structural reshaping of human thinking, which may lead to an overall
weakening of social perception; because people habitually operate with unclear defensive
boundaries, their social trust network slowly erodes, and this then shows up as a reduced ability to
read emotions and a loss of proper social distance in everyday interpersonal contact.

4. Discussion

To sum up, the Gaze Asymmetry Framework is proposed in this study, and it aims to explain the
differences in thinking and behaviour that appear when people are watched by humans instead of by
algorithms; the importance of this framework in theory comes from the fact that most earlier
research on surveillance has concentrated on the controlling effects of physical devices or the large-
scale process of turning people into data, but this research has not answered a key question clearly,
and that question is how watching that has no body can switch off a person's mental defences; when
"subjectivity attribution" is placed at the centre, the framework brings together small-scale social
contact and digital watching, and it shows that a breakdown in the mental construction of an
imagined audience is the basic mental mechanism that leads to defence failure, which gives a new
analytical tool that previous surveillance studies have not paid attention to.

An interactive installation called 'Gaze Reverse' [18] can work as a practical extension and a way
to explain this framework through real use; this installation is not just a design exercise, but it works
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like a thinking space where the main parts of the framework can be changed and looked at; when
people first walk into the space and come across hidden cameras, they do not feel psychologically
guarded, and this matches exactly with the second layer of the framework, because algorithmic
watching has no signs of subjectivity, so the 'imagined audience' is not triggered and defence
mechanisms may not work properly; conversely, when the installation clearly shows images of
crowds looking back at the participants, it adds back 'subjectivity signals' on purpose, and this
immediately causes mental discomfort and defensive reactions; this quick change in behaviour
shows in a practical way the main idea of the first layer of the framework, which is that seeing
subjectivity and moral judgement ability in the watcher is the necessary condition for turning on
traditional social defence mechanisms; this installation, as shown in Figure 2, is offered as an
example of how the framework works, not as proof that its proposed mechanisms are true.

Figure 2. "Gaze Reverse" interactive installation demonstrating the framework's first and second
layers

Although this framework mostly works at a theoretical level, it still gives a useful conceptual way
to think about the wider structural results of modern surveillance; the theoretical reasoning suggests
that spending a long time in algorithmic settings with no clear watching subject could lead to mental
dulling and a weakening of social perception; to keep the study academically careful, though, clear
theoretical limits need to be set; the present framework focuses on visual monitoring that is
everywhere in physical public spaces, such as CCTV and security cameras; it suggests that these
effects are stronger when the watching feels new or personally aimed at someone, and they get
weaker as the watching becomes a normal part of the background, which matches the getting-used-
to process described in Layer 3; the framework does not fully cover the algorithmic watching that is
built into bigger digital systems, for example platform recommendation systems run by AI or short-
video algorithms; the cognitive spillover effect discussed in this paper gives a possible way to look
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at these things, but the strongly tailored workings of platform algorithms need their own separate
theoretical explanation.

This study recognises some limitations despite its conceptual contributions; one limitation is that
the third layer of the framework, which concerns the structural weakening of social perception,
comes mostly from theoretical reasoning rather than systematic empirical research, so future work
should combine quantitative tracking with qualitative methods; given the sociological nature of this
question, future studies need to include strong qualitative approaches such as in-depth interviews
and online fieldwork, because these can capture the subtle shifts in people's lived experiences, trust
networks, and social boundaries within digital surveillance settings; another limitation is that the
micro-sociological and psychological theories used in this paper are based on particular cultural
contexts, and under different cultural patterns, public tolerance of privacy and social norms varies a
great deal, which means the cross-cultural usefulness of these defence mechanisms still needs
further study.

5. Conclusion

In conclusion, this study puts forward the Gaze Asymmetry Framework to explain how the change
from being watched by a person with a body to being watched by algorithmic surveillance without a
body may affect people's social perception and defence mechanisms; compared with older theories
of constant watching, such as Foucault's, this research has an important advantage, because it does
not only look at large-scale social control or the abstract idea of the "data double", but instead places
"subjectivity attribution" at the centre of the analysis; this perspective gives a unified mental
explanation for why defence fails, and it shows that when signs of subjectivity are absent, the
construction of an "imagined audience" is conceptually stopped; going beyond immediate
behavioural reactions, the framework turns these processes into a model of spillover across contexts,
which suggests that the unguarded mindset formed during human-machine contact may slowly
reduce people's sensitivity to the real human gaze, and in this way the social and mental boundaries
and the basic structures of human interaction are reshaped.

Even though this framework has some ability to explain things in theory, its use is limited in
certain ways; it is mainly made for visual watching tools such as security cameras in physical public
spaces, and putting it directly onto hidden back-end AI systems or platform recommendation
algorithms would need careful adjustment; to go beyond reasoning alone, future research has to test
these mechanisms with real data through long-term tracking and experiments; future empirical work
is expected to improve, widen, or even question this framework as it is used across different
technological systems and different cultural settings, which keeps an open and changing discussion
in surveillance studies.
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